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Oyster Quay Management Limited Privacy Policy

1. Introduction
This Privacy Policy outlines how Oyster Quay Management Limited ("we," "our," or "us") collects, processes, and protects personal data in compliance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. This policy is part of our comprehensive Data Bible, which also includes our Data Protection Impact Assessment (DPIA), Security Policy, CCTV Privacy Notice, and Subject Access Request (SAR) Policy.
2. Data Controller
Oyster Quay Management Limited is the data controller responsible for determining how personal data is processed and protected. Our registered office is 25 London Road Portsmouth PO2 0BQ. We have appointed a Data Privacy Officer, Lauren Marshall to manage any queries related to this Privacy Policy and to ensure compliance with data protection regulations. Should you have any concerns or questions about how your data is handled, please reach out to Lauren Marshall using the contact information provided below. Contact Information:
Email: laurenm@psandb.co.uk
Address: PB & S, Data Protection Officer, 25 London Road, North End, Portsmouth, Hants, PO2 0BQ

3. What Personal Data We Collect1
We collect and process the following types of personal data:
· Identity data (e.g., name, date of birth, ID numbers)
· Contact data (e.g., email address, phone number, postal address)
· Financial data (e.g., payment details, bank information)
· Technical data (e.g., IP address, cookies, login credentials)
· CCTV footage (as detailed in our CCTV Privacy Notice)
· Any other data necessary for business operations and compliance
4. How We Collect Personal Data
We obtain personal data through:
· Direct interactions (e.g., filling out forms, email communications)
· Automated technologies (e.g., website cookies, CCTV monitoring)
· Third-party sources (e.g., service providers, estate agents
5. Purpose of Processing Personal Data
We process personal data for the following lawful purposes:
· To provide services to Data Subjects
· To comply with legal and regulatory obligations
· To enhance security and prevent fraud
· To monitor premises through CCTV for security purposes
· To respond to Subject Access Requests (see our SAR Policy)


[bookmark: _bookmark0]1 In anticipation of website due to go live shortly

· To conduct risk assessments as part of our DPIA
6. Lawful Basis for Processing
We process personal data based on the following legal grounds:
· Consent: Where you have given clear consent for processing
· Contractual necessity: Where processing is required for contract fulfilment
· Legal obligation: Where processing is required by law
· Legitimate interest: Where processing is necessary for legitimate business purposes
7. Data Protection Impact Assessment (DPIA)
We conduct a DPIA to assess and mitigate risks associated with data processing activities. Our DPIA ensures compliance with UK GDPR and minimises potential impacts on data subjects.

8. Security Measures
We implement robust security measures as outlined in our Security Policy, which includes:
· Access controls
· Secure data storage and disposal
· Regular security audits and staff training
9. CCTV Privacy Notice
Our CCTV system is used to enhance security and ensure safety. Details on how CCTV footage is collected, stored, and accessed are covered in our CCTV Privacy Notice.
10. Subject Access Requests (SARs)
Individuals have the right to request access to their personal data. Our SAR Policy outlines the process for submitting and responding to SARs within the statutory timeframe.

11. Data Retention
We retain personal data only for as long as necessary to fulfil legal and business requirements. Data retention periods are defined in our internal policies.
12. Data Sharing and Third-Party Disclosures
We may share personal data with:
· Legal and regulatory authorities
· Service providers under data processing agreements
· Other parties where required by law
13. International Data Transfers2
Where personal data is transferred outside the UK, we ensure adequate safeguards are in place, such as Standard Contractual Clauses or adequacy decisions.
14. Your Data Protection Rights
Under UK GDPR, you have the following rights:
· The right to access your personal data
· The right to rectification if your data is incorrect
· The right to erasure (“right to be forgotten”)


[bookmark: _bookmark1]2 Some Leaseholders are overseas

· The right to restrict or object to processing
· The right to data portability
· The right to lodge a complaint with the Information Commissioner’s Office (ICO)
15. Updates to this Privacy Policy
We may update this Privacy Policy from time to time. Any changes will be published in our Data Bible and communicated as required.

16. Contact Information
For any data protection inquiries, please contact us at: Oyster Quay Management Limited PS&B , Data Protection Officer, 25 London Road, North End, Portsmouth, Hants, PO2 0BQ laurenm@psandb.co.uk
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Background
[1] Oyster Quay Management Limited (“OQML”) is the management company responsible for administering the upkeep, safety and security of Oyster Quay. In fulfilling its responsibilities, OQML processes personal data in accordance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018, ensuring compliance with legal obligations related to data protection, privacy, and security.
[2] Activities include but are not limited to:

a. Security, including CCTV;

b. Compliance with terms and conditions, privacy policy and other documents applicable to residents of Oyster Quay;
c. Evacuation planning.

[3] [bookmark: _bookmark2]These activities give rise to a requirement to store and process data about individual residents of Oyster Quay, including:
a. CCTV footage of residents and their visitors in public areas;

b. Names, addresses and contact details of individual residents and some third parties;

c. Information relating to medical conditions among a subset of residents to assist in evacuation planning and fire safety.
[4] OQML subcontracts various aspects of its activities to its managing agent, necessitating data sharing between OQML and its agent. All data sharing is conducted in accordance with UK GDPR and the Data Protection Act 2018, ensuring that appropriate safeguards and contractual agreements are in place to protect the rights and privacy of individuals.
[5] The storage and processing of personal data held by or on behalf of OQML is subject to protection under UK GDPR and DPA 2018.
[6] GDPR mandates that organisations should apply Appropriate Technical and Organisational Measures (“ATOM”) to ensure that personal data is stored and processed in a manner compliant with data protection principles.
[7] This document assesses OQML’s systems and processes and provides an impact assessment showing
known risks and suggested risk reduction measures.

[8] This document should be reviewed and updated regularly to include any new risks which may be identified from time to time and to document any risk reduction or mitigation measures which have been implemented.
Scope of Processing
Personal Data
[9] OQML records the following data about all residents of Oyster Quay.

a. Apartment number;

b. Name and address;

c. Telephone numbers and email addresses;

d. Details of vehicles used by apartment holders;

e. Berths allocated;

f. Emergency contacts including next of kin and/or others where appropriate.

[10] The processing of data is necessary for OQML to fulfil its management responsibilities and provide essential services to residents, in accordance with its legal and contractual obligations. This constitutes a lawful basis for processing under UK GDPR.
[11] OQML processes health-related data for a subset of residents strictly for safety purposes, in compliance with UK GDPR and the Data Protection Act 2018. The processing is conducted under the following lawful bases:
a. Article 6(1)(c) – Legal Obligation: The processing is necessary for OQML to comply with its legal obligations concerning health and safety;
b. Article 6(1)(f) – Legitimate Interests: The processing is necessary to protect the safety of residents, provided that residents' rights and freedoms are not overridden
c. Article 9(2)(a) – Explicit Consent: Where required, explicit consent is obtained from residents before processing their health-related data;
d. Article 9(2)(g) – Substantial Public Interest: Processing is conducted in the public interest for health and safety purposes, as permitted by UK law.
[12] The processing of these data is necessary to ensure the safety of residents and third parties.

CCTV
[13] This processing is conducted in compliance with Article 6(1)(f) of UK GDPR — the processing is necessary for OQML’s legitimate interests in ensuring security, crime prevention, and the safety of residents, visitors, and property, provided that individuals’ rights and freedoms are not unduly affected.
[14] Recordings are overwritten periodically and are not retained long-term, unless required for legal, security,
or investigative purposes in accordance with OQML’s privacy policy.

[15] A documented CCTV policy exists, and signage is present to alert residents and visitors to the presence of CCTV.
ICO Registration
[16] The nature and scope of data processing undertaken by or on behalf of OQML requires that OQML be
registered with of Office of the Information Commissioner (“ICO”).

[17] OQML has a current registration with the ICO, reference number ZB641752.

Known Risks
[18] The following headings set out risks identified by the impact assessment study undertaken during January 2025.

Data Protection Officer
[19] OQML is not required to appoint a Data Protection Officer (“DPO”) because:

a. It is not a public body;

b. It does not undertake large scale, systematic monitoring (for example on-line behaviour tracking);
c. It does not undertake large scale processing of special categories of data.

[20] OQML lacks the resources to fulfil the duties of a DPO. However, it remains committed to data protection compliance and has assigned responsibility for data protection oversight to a designated individual, ensuring adherence to UK GDPR requirements.
[21] As OQML is not legally required to appoint a Data Protection Officer (DPO), it may choose not to appoint one. Alternatively, OQML may opt to outsource DPO responsibilities to a qualified third party, such as its managing agent, to ensure compliance with UK GDPR requirements.
[22] Any decision not to appoint a DPO, or to outsource DPO duties should be documented and formally adopted as a policy by OQML.
[23] Risk: OQML’s de facto decision not to appoint a DPO is informal and undocumented.

Data Subject Onboarding
[24] OQML, via its managing agent, operates an onboarding process for new residents during which data about them as documented at section [3] above is captured.
[25] A set of terms and conditions is shared with new data subjects during these onboarding sessions, and new residents are asked to sign a document stating their acceptance of these terms. However:
a. No copy of the terms to which the resident has agreed is left with them for reference;

b. The terms and conditions document makes no reference to data storage and processing, data sharing (e.g. with the managing agent), the reasons for such data storage, processing and sharing, or resident’s rights of access to data about them.
[26] Risk: Data subjects are not adequately informed about how and why their data will be stored and processed.
Data Retention
[27] Data about residents is necessarily held while they remain residents.

[28] OQML has no need to retain data about former residents and such data is routinely purged.

[29] However, no formal process exists to ensure the efficacy of this data retention policy.

[30] Risk: Data about former residents may be retained by or on behalf of OQML after such retention has ceased to be necessary.
CCTV Policy
[31] A CCTV policy document exists.

[32] The CCTV policy includes:

a. the lawful basis for gathering and using the CCTV footage;

b. who has responsibility for CCTV (an employee of OQML);

c. security measures in place to protect the data;

d. data sharing and retention.

[33] There is evidence that all residents are aware of the CCTV policy, as it's posted on the office wall and introduced during the onboarding process.
[34] Risks: The CCTV policy is currently under development and may not be visible to all residents of Oyster Quay.
CCTV Signage
[35] OQML displays signs to notify residents and visitors that CCTV is in operation.

[36] At a minimum, signage should state:

a. That CCTV is in use and why;

b. Contact information for an individual responsible for administration of CCTV.

[37] OQML’s signage only fulfils the first of these requirements. No contact information is given (although, as
noted above, a contact is named in the CCTV policy).

[38] Risk: Residents and visitors having questions or concerns about the use of CCTV may not know where to seek answers to such questions or concerns.
Data Sharing
[39] Directors of OQML routinely share data about residents with OQML’s managing agent.

[40] The authoritative copy of all such data is held by OQML’s managing agent.

[41] On occasion, it is necessary for OQML’s managing agent to consult with Directors of OQML on matters
relating to named residents.

[42] Such consultation is routinely carried out using email.

[43] Directors of OQML use work email addresses for this purpose, therefore are in line with GDPR regulations. 
[44] In at least one historic case, a Director of OQML used an employer’s email system for this purpose.

[45] Risk: Data about OQML’s data subjects may end up spread across multiple domains. This creates the
following difficulties:

a. Enforcement of retention policy is extremely problematic because there is no way to know that data pertaining to any former resident has been purged from every platform;
b. Subject Access Requests (“SARs”) are problematic because many different domains need to be searched to extract information relevant to an SAR. Redaction may also need to be applied to any documents recovered this way, where they contain data pertaining to more than one resident;
c. Where a Director is using an employer’s email platform, that employer may be unwittingly at risk. In the (not uncommon) event of a data breach against a Director’s employer, information about an OQML data subject may be exfiltrated by an attacker and used for criminal purposes, putting OQML, its data subject and the Director’s employer at risk.
[46] Risk 1: Data sharing by email may damage retention policy.

[47] Risk 2: Data sharing by email may make it difficult for OQML to offer timely responses to SARs.

[48] Risk 3: Data sharing using a Director’s employer’s email system may put that employer at elevated (and
unknown) risk.

(This last risk is said to have been mitigated by the cessation of communications using commercial email addresses. A residual risk may remain, if data relating to OQML activities has not been completely purged in such cases.)
Backup Strategy
[49] Among other things, it is the responsibility of the Data Controller (in this case OQML) to ensure that data within the scope of GDPR is protected from loss.

[50] Data loss includes disclosure (whether intentional or not) to any unauthorised party.

[51] Data loss also includes cases where data are no longer accessible at all. This can happen as a result of hardware failure, ransomware attacks and the like.
[52] To protect against the latter category of data loss, a data controller should implement a suitable backup strategy.
[53] OQML’s managing agent, which holds the authoritative version of all OQML data, implements an industry standard data protection strategy, that being the 3-2-1 backup rule i.e.: There are a total of three copies of data (1 x production and 2 x backups). These are stored on two different media types, One copy is offsite.
[54]  All OQML production data can only be accessed by authorized individuals via MFA (Multi-Factor Authentication). Data backup repositories access is restricted to key personnel and again only via MFA.



Summary of Risks and Options for Mitigation or Elimination
	Ref
	Risk
	Options to mitigate or eliminate
	Effect
	Residual risk
	ATOM
	Approved by
	Implemented date

	1
	DPO decision undocumented
	Document decision to nominate manging agent as DPO (this could be in the minutes of a board meeting)
	Eliminated
	Low
	Organisational
	

	2
	Data subject onboarding
	Improve process for onboarding to include data protection information. Copy of terms including data protection policy to be left with each resident.
	Eliminated
	Low
	Organisational
	

	3
	Data retention
	Create and approve formal data retention policy. This could include periodic search and purge of data about former residents.
	Mitigated
	Medium
	Organisational
	

	4
	CCTV policy
	Finalise and publish CCTV policy. Include this in the new resident onboarding process.
	Eliminated
	Low
	Organisational
	

	5
	CCTV Signage
	Replace CCTV signs with signs adding contact details for CCTV administrator.
	Eliminated
	Low
	Organisational
	

	6
	Data sharing
	Implement alternative mechanism for sharing data between OQML Directors and managing agent. Aim to maintain all data within a single system/domain to simplify administration of retention policy and Subject Access Requests.
	Eliminated
	Low
	Technical
	
	

	7
	Backup strategy
	Improve arrangements for backing up OQML data. At a minimum, multiple generations of backup should be implemented with at least
	Eliminated
	Low
	Technical
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one copy stored securely off site.









OYSTER QUAY MANAGEMENT LIMITED SECURITY POLICY
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Version: 1.0
Date: February 2025
Review Date: March 2025.
1. Introduction
Oyster Quay Management Limited ("OQML") is committed to ensuring the safety and security of residents, visitors, employees, and assets within the Oyster Quay premises. This policy outlines the security measures in place, responsibilities of stakeholders, and procedures for handling security-related incidents. It needs to be read in conjunction with the data impact assessment policy and supporting data protection policies where relevant.
2. Scope
This policy applies to:
· All employees, contractors, residents, and visitors of Oyster Quay.
· All physical and digital security measures within Oyster Quay premises.
· Security-related data handling, including CCTV footage and access control records.
3. Objectives
The objectives of this security policy are:
· To ensure a safe and secure environment for residents, visitors, and employees.
· To safeguard property and assets within Oyster Quay.
· To ensure compliance with relevant legal and regulatory requirements, including GDPR.
· To establish procedures for preventing, detecting, and responding to security incidents.
4. Security Responsibilities
4.1 Oyster Quay Management Limited (OQML)
OQML is responsible for:
· Implementing and maintaining security measures across the premises.
· Appointing staff and our managing agent to oversee security operations.
· Conducting regular security audits and risk assessments.
4.2 Residents and Visitors
Residents and visitors are responsible for:
· Complying with all security procedures, including access control and visitor registration.
· Reporting suspicious activities to the designated security personnel.
· Ensuring that personal security measures, such as locking doors and securing valuables, are observed.
4.3 Security Personnel and Managing Agent
Security personnel and the managing agent are responsible for:
· Monitoring CCTV systems and access control mechanisms.
· Enforcing security protocols and responding to incidents.
· Coordinating with law enforcement in case of security breaches.
5. Security Measures
5.1 Access Control

· Entry to Oyster Quay is restricted to authorised residents, employees, and registered visitors.
· Electronic key fobs (Cotags) are issued to residents and must not be shared.
· All visitors must sign in at the reception and provide identification.
· Delivery personnel must be supervised when accessing the premises.
5.2 CCTV Surveillance
· CCTV cameras are installed in common areas, entrances, parking lots, and other high-risk locations.
· CCTV footage is retained for a defined period in compliance with GDPR and is only accessible to authorized personnel.
· Signage is placed at all monitored areas to inform individuals about CCTV surveillance.
· Unauthorised access to CCTV footage is strictly prohibited.
5.3 Data Protection and Privacy
· Personal data, including access control logs and CCTV footage, is managed in compliance with GDPR.
· Residents have the right to request access to their personal data under Subject Access Requests (SARs).
· Data sharing with third parties is limited to legal or security purposes only.
5.4 Incident Response and Reporting
· Security incidents, including theft, vandalism, unauthorised access, or disturbances, must be reported immediately to security personnel or the managing agent.
· The Security Officer will investigate all reported incidents and take appropriate action.
· In the event of a serious security breach, law enforcement will be contacted immediately.
· A written report will be generated for all security incidents and reviewed to implement corrective actions.
5.5 Emergency Procedures
· Emergency exits and evacuation routes must be clearly marked and accessible at all times.
· Residents will be informed of emergency procedures through notices and periodic drills.
· In case of fire or medical emergency, immediate evacuation and emergency services notification procedures must be followed.
6. Compliance and Review
· This policy shall be reviewed annually or following any major security incident.
· Compliance with this policy is mandatory for all residents, visitors, and employees.
· Failure to comply may result in restricted access or legal action as deemed necessary.
7. Contact Information
For any security-related concerns, residents and visitors can contact: To exercise your rights or contact us please write to our Data Protection Officer at: PB & S, Data Protection Officer, 25 London Road, North

End, Portsmouth. Hants. PO2 OBQ Or email Lauren Marshallr(laurenm@psandb.co.uk). What if you find our response unsatisfactory?
Should you find our response unsatisfactory, you have a right to lodge a complaint with the supervisory authority-the information Commissioners Office (ICO). The ICO’s contact details are as follows:
The ICO’s address:
Information Commissioner’s Office
Wycliffe House Water Lane Wilmslow Cheshire
SK9 5AF
Helpline number: 0303 123 1113 ICO website: https://www.ico.org.uk
You can find out more information on the ICO website at http://ico.org.uk/concerns/ regarding the complaints process.
· Emergency Services: 999 (UK Emergency Number)
· Local Police Stations
The Portsmouth Central Police Station is located at Winston Churchill Avenue, Portsmouth, PO1 2DG. This station is open six days a week.
· Hilsea Police Station: Located at Airport Service Road, Portsmouth, PO3 5GE
· Southsea Police Office: Located at Southsea Fire Station, Somers Road, Portsmouth PO5 4LU









Oyster Quay CCTV Privacy Notice
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1. Introduction
1.1. Oyster Quay Management Limited (OQML) uses CCTV for the purposes of the prevention and detection of crime and in order to recognise and identify individuals with a view to taking appropriate action where necessary.
1.2. This document sets out the accepted use and management of CCTV equipment and images to ensure that OQML complies with the Data Protection Act 2018 and other relevant legislation. We process personal data in line with our data protection policy.
1.3. OQML will also be cognisant of the Guiding Principles of the Surveillance Camera Code of Practice as published by the Home Office and updated in 2021.
2. Policy position and purpose
2.1 CCTV has been installed in our server rooms to assist in deterring crime, and also the prevention and detection of crime. The system is also intended to assist with the identification, apprehension and prosecution of offenders, and the identification of actions that might result in disciplinary action.
2.2 The existence and position of CCTV will help to deter any unauthorised access to OQML properties and, in the event of an incident, help to identify individuals involved.
2.3 The purpose of this policy is to establish what CCTV OQML will use, how it will be used and managed.
3. Responsibility for the management of the system
3.1. Estate Manager and Chairman have overall responsibility for the maintenance of the system. They will periodically check the equipment and arrange for the suppliers to carry our periodic maintenance checks.
3.2 Estate Manager and Chairman will ensure that images are deleted in accordance with the retention policy. Estate Manager and Chairman will have access to the recorded images during the maintenance of the systems but will under no circumstances routinely view, disclose or retain copies of the recorded images.
3.3 Appointed by the Estate Manager and Chairman person to surveillance will be trained in the operation of the CCTV system, and will be aware of the data protection compliance requirements in line with the Code of Practice.
4. Auditing the system’s operation and working practices
4.1 The Estate Manager and Chairman are responsible for ensuring that this policy and its
implementation is compliant with Data Protection Legislation and will audit the system’s use
on a periodic basis.
4.2 The Estate Manager and Chairman are responsible for dealing with and responding to any requests for access to images made by individuals under the Data Protection Act 2018. Any requests received into the OQML for access to images must be forwarded to the Information Access team to be progressed using existing procedures.
5. Access to and disclosure of images
5.1 The Estate Manager and Chairman are responsible for viewing images when investigating an incident or suspected incident.
5.2 Images may then be disclosed as part of the evidence assembled by the Investigating Manager in the event of a disciplinary hearing.

6. Secure storage and retention of images
6.1 Images will be stored on the recording equipment which will be securely protected. The

Estate Manager and Chairman have responsibility for ensuring that the equipment and the routinely recorded images have the necessary security. Images are routinely retained for one month, but may be retained longer in the event that they are required as part of an investigation.
6.2 Where images have been retained for an investigation the Estate Manager and Chairman will take responsibility for the secure storage of those images. This will be done in liaison with an appointed Investigating Manager where necessary for disciplinary purposes.
7. Complaints & Further Assistance
If you have any concerns about our use of your personal information, you can make a complaint to us via email laurenm@psandb.co.uk
You can also complain to the ICO if you are unhappy with how we have used your data.
The ICO’s address:
Information Commissioner’s Office
Wycliffe House Water Lane Wilmslow Cheshire
SK9 5AF

Helpline number: 0303 123 1113 ICO website: https://www.ico.org.uk









Oyster Quay Management Limited Subject Access Request (SAR) Policy

1. Introduction
Oyster Quay Management Limited ("OQML") is committed to complying with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. This Subject Access Request (SAR) Policy outlines the procedure for individuals to request access to their personal data and how OQML will handle such requests in accordance with legal obligations.
2. Purpose
This policy ensures that:
· Individuals can exercise their right of access to personal data held by OQML.
· Requests are processed in a fair, lawful, and timely manner.
· OQML maintains compliance with UK GDPR and data protection laws.
3. Who Can Make a SAR?
A Subject Access Request can be made by:
· Residents and leaseholders of Oyster Quay.
· Former residents and leaseholders, provided their data is still held by OQML.
· Third parties acting on behalf of a resident or leaseholder, such as a legal representative, with appropriate authority.
4. How to Submit a SAR
A SAR must be submitted in writing via one of the following methods:
By Email: Lauren Marshall laurenm@psandb.co.uk
By Post: Data Protection Officer, PB & S, Data Protection Officer, 25 London Road, North End, Portsmouth, Hants, PO2 0BQ
A SAR should include:
   Full name and contact details of the requester.
  Proof of identity (e.g., passport, driving licence, utility bill).
   A clear description of the data being requested.
  Any specific timeframe for which the data is required.
5. OQML’s Response Process
1. Acknowledgement:
· OQML will acknowledge receipt of the SAR within 5 working days.
2. Verification of Identity:
· If necessary, OQML will request additional identification before processing the request.
3. Processing the Request:
· OQML will review the request and gather relevant personal data.
· The data will be provided in a structured, commonly used, and machine-readable format.
· Where applicable, CCTV footage or electronic key device (Cotag) records will be included if they relate to the data subject.
4. Response Timeframe:

· OQML will provide the requested data within 30 calendar days of receiving a valid SAR.
· If a request is complex or requires retrieval of extensive data, OQML may extend this period by up to two additional months, informing the requester within the original timeframe.
6. Exemptions and Refusals
OQML may refuse to provide data if:
   The request is excessive or repetitive.
  The data includes personal information about another individual (unless consent is obtained or redaction is possible).
  The data is subject to legal privilege or ongoing legal proceedings.
   The request is manifestly unfounded or abusive.
If a request is refused, OQML will provide the requester with a written explanation and inform them of their right to complain to the Information Commissioner’s Office (ICO).
7. Fees
· Free of charge for most requests.
· A reasonable fee may be charged if a request is manifestly excessive or requires multiple copies of the same data.
8. Data Sharing and Third-Party Requests
· If a SAR includes information that relates to other individuals, OQML will take reasonable steps to seek their consent before disclosure.
· If a request is made by a third party (e.g., legal representative), written authorisation must be provided by the data subject.
9. Security and Data Protection
· All SAR responses will be securely provided via encrypted email, password-protected files, or in-person collection with proof of identity.
· OQML will keep a record of SARs to ensure compliance with data protection laws.
10. Complaints and Escalation
If a data subject is dissatisfied with OQML’s handling of a SAR, they can escalate the matter:
Internal Complaint:
Email the Data Protection Officer at Laurenm@psandb.co.uk. 
Write to: PB & S, Data Protection Officer, 25 London Road, North End, Portsmouth, Hants, PO2 0BQ
Escalating to the ICO:
If you find OQML’s response unsatisfactory, you have the right to lodge a complaint with the
supervisory authority—the Information Commissioner’s Office (ICO).
ICO Address:
Information Commissioner’s Office
Wycliffe House Water Lane Wilmslow Cheshire
SK9 5AF

Helpline: 0303 123 1113
ICO Website: www.ico.org.uk
11. Policy Review
This SAR Policy will be reviewed annually and updated as necessary to reflect changes in data
protection laws and OQML’s operational practices.
Oyster Quay Legitimate Interests Assessment (LIA)
Part 1: Purpose Test
1. Why do you want to process the data?
OQML processes personal data to ensure the security, safety, and management of the Oyster Quay residential complex. This includes:
· Managing access control systems (e.g., Cotags, key fobs)
· Operating CCTV surveillance for crime prevention and resident security
· Communicating with leaseholders about estate management matters
· Handling service charge payments and financial transactions
· Ensuring compliance with legal and regulatory obligations
2. What benefit do you expect to get from the processing?
· Enhanced security and crime prevention for residents and visitors
· Effective management of the residential complex and common areas
· Compliance with contractual and legal obligations under lease agreements
· Transparency in estate management and leaseholder communications
3. Do any third parties benefit from the processing?
Yes, third parties such as:
· Law enforcement authorities in case of incidents requiring investigation
· Property management company PS&B Limited, which oversees day-to-day operations
· Service providers (e.g., security personnel, maintenance teams)
4. Are there any wider public benefits to the processing?
Yes, by maintaining a secure environment and preventing unlawful activities, OQML contributes to broader public safety and order.
5. How important are the benefits that you have identified?
The benefits are essential for the effective and lawful operation of OQML, ensuring safety, financial stability, and legal compliance.
6. What would the impact be if you couldn’t go ahead with the processing?
· Increased security risks, including crime and unauthorised access
· Inability to fulfil leaseholder obligations, leading to mismanagement
· Potential breaches of legal and regulatory requirements
· Increased disputes and dissatisfaction among residents
7. Are you complying with any specific data protection rules that apply to your processing (e.g., profiling requirements, or e-privacy legislation)?
Yes, OQML ensures compliance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. Measures include:
· Conducting a Data Protection Impact Assessment (DPIA)
· Ensuring secure data handling and access restrictions

· Providing transparency through privacy policies and notices
8. Are you complying with other relevant laws?
Yes, OQML’s data processing is in line with:
· The UK GDPR
· Data Protection Act 2018
9. Are you complying with industry guidelines or codes of practice?
Yes, OQML seeks to adhere to the ICO guidelines on data protection.
10. Are there any other ethical issues with the processing?
No significant ethical concerns exist, as OQML ensures transparency, proportionality, and security measures to protect resident privacy.
Part 2: Necessity Test
1. Will this processing actually help you achieve your purpose?
Yes, processing personal data allows OQML to manage property security, enforce regulations, and communicate effectively with leaseholders.
2. Is the processing proportionate to that purpose?
Yes, OQML collects only the minimum necessary data for legitimate business operations and does not engage in excessive or intrusive data processing.
3. Can you achieve the same purpose without the processing?
No, alternative methods (such as manual security checks) would be impractical and less effective.
4. Can you achieve the same purpose by processing less data, or by processing the data in another more obvious or less intrusive way?
OQML ensures minimal data processing by:
· Collecting only necessary personal data
· Implementing strict access controls
· Regularly reviewing data retention policies

Part 3: Balancing Test
1. Nature of the personal data
OQML processes personal data, including:
· Names, contact details, and leaseholder information
· Access control data (e.g., key fob logs)
· CCTV footage for security purposes
· Financial transaction details related to service charges
2. Is it special category data or criminal offence data?
No, OQML does not process special category data or criminal offence data unless required for legal reasons (e.g., law enforcement requests).
3. Is it data which people are likely to consider particularly ‘private’?
Some data (e.g., CCTV footage, access logs) could be considered private, but its use is justified by security requirements.
4. Are you processing children’s data or data relating to other vulnerable people?
No, OQML does not specifically process children’s or vulnerable persons’ data.
5. Is the data about people in their personal or professional capacity?
Primarily in their personal capacity as leaseholders.

Reasonable Expectations
1. Do you have an existing relationship with the individual?
Yes, leaseholders and residents have a contractual relationship with OQML.
2. What’s the nature of the relationship and how have you used data in the past?
OQML processes data for property management, security, and communication, as outlined in lease agreements and privacy policies.
3. Did you collect the data directly from the individual?
Yes, through leaseholder agreements, CCTV recordings, and access control logs.
4. If you obtained the data from a third party, what did they tell the individuals about reuse by third parties for other purposes and does this cover you?
Data obtained from property management companies or security contractors is subject to privacy agreements and lawful processing clauses.
5. How long ago did you collect the data? Are there any changes in technology or context since then that would affect expectations?
Data is collected continuously and retained in line with OQML’s data retention policy.
6. Is your intended purpose and method widely understood?
Yes, leaseholders are informed through privacy policies, newsletters, and notices.
7. Are you intending to do anything new or innovative?
No, all processing activities remain consistent with existing legal and operational frameworks.
Likely Impact
1. What are the possible impacts of the processing on people?
· Increased security and protection from crime
· Effective property management and communication
· Minimal privacy concerns due to strict access controls and safeguards
2. Will individuals lose any control over the use of their personal data?
No, individuals have rights under UK GDPR, including access, rectification, and objection rights.
3. What is the likelihood and severity of any potential impact?
Minimal, as OQML operates transparently with safeguards in place.
4. Are some people likely to object to the processing or find it intrusive?
A small minority may object to CCTV or access control data collection, but these measures are necessary for security and lawful management.
5. Can you adopt any safeguards to minimise the impact?
Yes, including:
· Clear privacy notices
· Data access controls
· Defined retention periods
6. Can you offer individuals an opt-out?
Opt-out is not feasible for essential security operations but is available for marketing communications.

Final Decision
Based on this assessment, OQML determines that it has a legitimate interest in processing the
identified data. The processing is necessary, proportionate, and does not override individuals’
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